; : : Walking in Light with Christ - Faith, Computing, Diary
. | iy Articles & tips and tricks on GNU/Linux, FreeBSD, Windows,
: o ' mobile phone articles, religious related texts

http://www.pc-freak.net/blog

How to make a mysqgl root user to login interactive with mysqgl cli
passwor dless

Author : admin

MySQOoL.

I'm using access to the mysqgl servers vialocalhost with mysgl cli on daily basis.
With time I've figured out that it's pretty unahandy to always login with my root mysqgl password, | mean
each timeto enter it, e.q9..

root@mysql-server:~# mysqgl -u root
Enter password:

Thusto make my life away easier | decided to store my mysgl root password in order to allow my root
admin user to be able to login to my mysgl server without asking for password. This savestime and
nerves, as I'm not supposed to look up for the password file | store my server mysql root pass.

To alow my mysgl cli interface, to login passwordless to the SQL server | had to create the file
/root/.my.cnf readable only for my root user and store my MySQL username and password there.

Hereisasample /root/.my.cnf file:

root@mysql-server:~# cat /root/.my.cnf
[client]

user="root"

pass="mysecretMySQL Passwordgoeshere"

Now next time | use the mysgl console interface to access my mysqgl server | don't have to supply the
password, here is how easier isthe mysgl login afterwards:

root@mysql-server:~# mysqgl -u root
Welcome to the MySQL monitor. Commands end with ; or \g.
Y our MySQL connection id is 3520
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Server version: 5.0.77 Source distribution

Type 'help;’ or "\h' for help. Type'\c' to clear the buffer.

mysgl>

The only downside of using .my.cnf to store permanently the mysgl server root and password isfrom
security standpoint.

If for instance somebody roots my servers, where | have stored my root user/pwdsin .my.cnf , he will be
able immediately to get access to the MySQL server.

Another possible security flaw with using the mysqgl passwordless login "trick” isif somebody forgets to
set proper file permissionsto, .my.cnf

Once again the file should possess the permissons of :
root@mysql-server:~#|s-al /root/.my.cnf

-rW------- 1 root root 90 Apr 2 00:05 /root/.my.cnf

Any other permissons might allow non-privileged users to read the file and gain unathorized admin
access to the SQL server.
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