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Windows how to check which processlocksfilecommand - A M$
Windows equivalent of Isof command
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I've had atask today to deploy a new WAR (Web Application Archive) Tomcat file on Apache Tomcat
server running on Windows server 2008 R2 UAT environment.

The client Tomcat application within war is providing a frontend to an proprietary Risk Analysis
application called Risiko Management (developed by a German vendor called Schleupen).

The update of WAR file was part of aversion upgrade of application so, both "Risk Analysis' desktop
standalone server RiskKit and the Web frontend was devel oped by Schleupen had to be updated.

In order to update | followed the usual .WAR Tomcat Javafile upadate Tomcat process.

1. Stopped Tomcat running service I nstance via servicesmsc command e.g.

Start (menu) -> Run

servicesmsc
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2. Move (by Renaming) old risk-analysiswar to risk-analysis_backup_2015.war

and also rename the automatically Tomcat extracted folder (named same name asthe WAR ar chivefile

directory - D:\web\Apache-Tomcat-7.0.33\webapps\Risiko-Analysis\ to :\web\Apache-

Tomcat-7.0.33\webapps\Risiko-Analysis backup_ 2015, i.e. run:

C:\Users\risk-analysis> D:

D:\>
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D:\> CD \Web\Apache-Tomcat-7.0.33\webapps\
D:\Web\Apache-Tomcat-7.0.33\webapps> moverisk-analysiswar risk-analysis 2015.war

D:\Web\Apache-Tomcat-7.0.33\webapps>

Risiko-Analysis\ Risiko-Analysis backup 2015\

move

But unfortunately | couldn't rename it and | got below error:

-A.33~webapps *move
Access iz dendied.

B dir<s? moved.

Also | tried copying it using Windows Explorer Copy / Paste but thisdidn't worked either, and |
got below error :

3/9



; : : Walking in Light with Christ - Faith, Computing, Diary
. | iy Articles & tips and tricks on GNU/Linux, FreeBSD, Windows,
: o ' mobile phone articles, religious related texts

http://www.pc-freak.net/blog

Folder In Use I

The action can't be completed because the folder or a file in it is apen in
! ahother program

Clase the folder or file and try again.

L Date created: 23/02/2015 11:01

..........................................
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3. Finding what Locksadirectory or Fileon M$ Windows

Obviously, the reason for unable to copy the directory was something was locking it. Actually there are
plenty of locked files many running applications like Explorer do. A good example for all time locked file
is Windows (swap file) pagefile.sys - thisis Windows Linux equivalent of swap filesystem (enabled /
disabled with spapon / swapoff commands).

Having the directory locked was a strange problem, because the Tomcat process was not running as |
checked closely both in Windows taskmgr GUI interface and manually grepped for the process
with tasklist command like so:

d:\>tasklist /m|find /i " tomcat"

tomcat7.exe 4396 ntdll.dll, kernel32.dll, KERNELBASE.dII,

For people like me who use primary Linux , above command shows you very precious
debugging infor mation, it showswhich Windowslibraries (DLL) areloaded in memory and used
by the process
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(Note that when Tomcat is running, it is visible with command)

D:\>wmic.exe processlist brief | find /i " tomcat"
526 tomcat7.exe 8 4396 49 156569600

Just for those wondering the 156569600 number is number of bytes loaded in Windows memory used by

Tomcat.

After tomcat was stopped above command returned empty string meaning obviously that tomcat is
stopped ..

BTW, wmic command is very useful to get alist of process names (to list all running processes):

D:>wmic.exe processlist brief
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iexplore .exe
MNC . eXE
tomcat?.exe
ldapconnector.exe
risiko.exe
MDB-CRON.exe
cnd.exe

conhost .exe
Mnc . exXe
WUmiPruSE.exe

WHIC.exe

31657984 B
18378568
154984448
19169288
143577088
6955008
3248128
5439488
17886592
8232968
9842688

Well obviously something was locking this directory (some of its subdirectories or afile name within
the directory / folder), so | couldn't rename it just like that.
In Linux finding which daemon (service) islocking afileis pretty easy with |sof command (for those new
to Isof check my previous article how to how to check what process listens on network port in Linux),

however it was unknown to me how | can check which running serviceislocking afile and did a quick
google search which pointed me to the famous handle part of Sysinternals tools.
The command tool Handle.exe was exactly what | was looking for.

[z Administrator: C:\Windows' system32',cmd.exe

c :~TEMP>handle -7
Handle v4.8

Copyright <G> 1997-2014 Mark Russinovich
Sysinternals — www.sysinternals.com

%sage; handle [[-a [-11]1 [-ul | [¢c <handle> [-wl]l | [-s1] [-p <process>i{pid>]
name
—a Dump all handle information.
-1 Just show pagefile—hacked section handles.
-c Clozes the specified handle (interpreted as a hexadecimal numberd).
You must specify the process by its PID.
WARNING: Closzing handles can cause application or system instability.
-y Don't prompt for close handle confirmation.
] Print count of each type of handle open.
—u Show the owning user name when searching for handles.
-p Dump handles helonging to process {(partial name accepted).
name Search for handles to objects with <name’> {(fragment accepted)>.

Mo arguments will dump all file references.

c :“\TEMP>_

To get list of all opened (locked) files and see which application has opened it just exec command
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without arguments, you will get
plenty of useful info which will help you to better understand what Windows OS is doing invisiblein the
background and what app uses what.

k. Administrator: G Windows', systen132' cmd.exe

14@: Section SASgmManifestUersion
144: File <R—-> C \Ulndouo\Reglotlatlun\RBBBBBEBEBBBE clh
154: Section “RPC ControlwDEEC7e4

JmiPrvEE.exe pid: 2132 NT AUTHORITY-LOCAL SERVICE
GC: File <(RU-—> C=xMWindows System32
1@8: Section “BaseNamedObhjects“Wmi Provider Sub System Counters
: Section “BazeNamedObjects“___ComCatalogCache___
: Section “~BazseNamedObjects>_ ComCatalogCache___
: Section “...“ASgmManifestUersion
: File <(R——> C:xWindowssRegistration ROABBAABABHOAG .c 1h
i ~RPC Control-~DSECES54

.exe pid: 2428
: File <(RU-> C:<Uindows
: File <RU-> GC:~\TEHP
File <RU-> C:sUindowsswinsxs \xB86_microsoft . windows .common—controls_|

2C:
bbh64144ccfidf 5

pid: 4584
CRU->
1C: File <RU-> C s“Uindowsswinzxsvamdbd_microsoft.windows _common—controls_6
b95h64144ccfidf _5.82.7601.18201_none_a4d3h?377117c3df

:STEMP >

handle is pretty much Windows equivalent command of Linux Isof

To get which file was locked by Tomcat | used handle in conjuntion with .., command which is pretty
much like Linux's grep equivalent

CA\TEMP> Handle.exe | FIND /I " Tomcat"

1C: File (RW-) D:\Web\Apache-Tomcat-7.0.33\webapps\Risk-Analysis\images\app

Alternatively if you have sysinternals and prefer GUI environment you can use Sysl nter nals Process
Explorer (pressCTRL + F) and look for a string:
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Next to handle | found also another GUI program (I nternet Explorer
extension) WholL ockMe, that can be used to show you all running programs and locked files by this
programs.
WhoL ockM e s pretty straight forward to use, though it shows GUI output you have to run the command

from cmd line. Below is sample output screenshot of wholockme.

I TEMP - Lockers

Q explorer.exe (0=0FC (508 CATEMPAWLOGISHROWLWPRCINJOZDLL  Library . Q C:AWINDOWSAEsplorer EXE
askype.ake 0x07B8 [1978) i Library . a C:hprogshSkype\PhonekSkype. exe
0x1548 (5544 A\TEMPALOGISHRDAYPRCIMJOZDLL  Library . @ C:hprogsiwinamplwinamp. exe
Ox0EFC [383E) \TEMPA\LOGISHRDALVPRCIMJOZDLL  Library . @ C:hugrhShLocal S ettings\Application D atalGooglet Chrome'sd
Ox1624 [5EEE] \TEMPA\LOGISHRDALVPRCIMJOZDLL  Library . \é] C:hprogsh avabjreBibintjava. exe
0x226C (8812) CATEMPALOGISHRDALYPRCIMJOZDLL  Libram E C:hprogshMazilla Firefox\firefox exe
0x244C [3292) CATEMPALOGISHRDALYPRCIMJO2.DLL  Library BH C:ARegistereddddins\Whol ockMe. exe
(0=0FC (508 CATEMPAR Ox0E14 . Q C:AwINDOWSAE splorer EXE
0x1B24 [5668) CATEMP hsperfdata SmeagolhbBEES 0x0754 . {éi C:hprogshd avakjeBibinijava exe
Ox226C [8812) CATEMPAetilgs_0VEBUnOQoDoklja5wPR...  0x049C . E C:hprogshbozilla Firefox\firefox exe

Eleiz= el T EEEssS

To Install Wholockme

Unzip "WhoL ockMe.zip" in adirectory (for exemple : "C:\Program Files\WhoL ockM¢€")
Launch "Install.bat" or execute this Windows registry modification command :

regsvr32" C:\Program Files\WhoL ockM e\WhoL ockMe.dl|"
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To Uninstall WhoL ockM e - if you need to later:

Execute command :

regsvr32 /u " C:\Program FilesWhoL ockM e\WhoL ockM e.dll"

Reboot (Or Kill Explorer.exe).
Removes the "C:\Program FilesWholL ockM €" directory and its contents.

Probably there are other waysto find out what islocking afile or direcotry using power shell

scriptsor .bat (batch) scripting. If you know of other way using default Windows embedded
commands, please sharein comments.
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