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How to convert .CRT SSL Certificateto .PFX format (with
opensd Linux command) and Import newly generated .PFX to
Windows 1S Webserver
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1. Converting to .CRT to.PFX file format with OpenSSL tool on GNU / Linux to import in
Windows (for example, 11S)

Assuming you have generated already a certificate the openssl Linux command and you have issued the .CRT SSL Certificate issuer file
and you need to have the new .CRT SSL Certificatei ntlled on Win ndows Server (lets say on Windows 2012) with 11S Webserver version 8.5, you will need away to convert the .CRT fileto .PFX, thereis plenty of waysto dcma ncluding using online Web Site SSL Cx or useastand
the Windows server or even use asimple pel / python! ruby Scipt o 6o the conversion but anywaysthe best approach will beto convert the new CRT fileto 15 supported binry Centiicate format PFX on the same (Linu cetficateissuer host where you have firs generated the certificate issuer request KEY (privi vate

key file used with third party certificate issuer such as Godaddy or Hostgator to receive the CRT / PEM file).

Hereis how to generate the .PFX file based on the .CRT file for an Internal SSL Certfiicate:

openssl pkcsl2 -export -in server.crt -inkey server.key -out server.pfx

On the password prompt to appear use any password becaise otherwise the future 11S Webserver certificate import will not work.

1/6


https://pc-freak.net/blog/generation-of-ssl-certificates-bought-by-godaddy-quick-and-easy/

? Walking in Light with Christ - Faith, Computing, Diary
Free Software GNU Linux, FreeBSD, Unix, Windows, Mac OS -
Hacks, Goodies, Tips and Tricks and the True Meaning of Life
https://pc-freak.net/blog

To do acertificate chain SSL export to be accessed from the internet.

openssl pkcsl2 -export -in server.crt -inkey server.key -out server.pfx -certfileinternet v2.crt

2. Import the PFX filein Windows

Run: mmc, add snap, Certificates, Computer account, Local Computer; in the

Console:

Certificates (Local Computer) > Personal > Certificates: Select All Tasks> Import File

Enter previously chosen password.

You should get further the Message "I mport was successful."

You can import the PFX file by Smply copying it to the server where you want it imported and double click it thiswill open Windows |mpor twizzard.

Then select the 11S:

Site, Properties, Directory Security, Server Certificate, Replace the current certficate, select proper Certificate. Done.

Alternatively to completethe 1S Webserver certificate import within one step when anew certificate is o be imported:

In 11S Manager interface goto :

Site, Properties, Directory Security, Server Certificate, Server Certificate Wizard
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Click on

Next

Choose

import a certificate from a.pix file, select and enter password.

n'-'E Internet Information Services {I15) Manager =]
o© (< I |@ < 510

File  Wiew  Help

Comections
¢

Server Certificates -

'/ Create Certificate Request, ..

Complete Certificate Request. ..

o

N —— Use this Feature to request and manage certificates

that the Web server can use with Web sites configured
far 55L.

(8] Sites : =
Mame - | T Create Domain Certificate, ..

Create Self-Signed Certificate. ..

@ Help

Online Help

115 Express Development Certific. ..

Import Certificate
Certificate File §,pFa:

| L1

Passward:

¥ Allow this certificats to be exported

oF | Cancel |

[ [
Features Yiew ._; Conkent Yiew

3. Import the PFX fileinto a Java keystore
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Another thing you might need if you have the 11S Webserver using a backend Java Virtual Machine on the same o a different Windows server isto import the newly generated .PFX filewithin the Java VM keystore:

Toimport with keytool command for Java 1.6 type:

Also the CRT file could be directly imported into the Java keystore

Import a.crt in a Java keystore

4. Get alist of Windows locally installed certificates

keytool -importkeystor e -deststorepass your_pass_her e -destkeypass changeit -destkeystor e keystor e,jks -srckeystor e server .pfx -srcstor etype PK CS12 -sr cstor epass 1234 -srcalias 1 -destalias xyz

Jusrfjavaljre/bin/keytool -import -keystor e /webdienste/j aval/jdk/jre/lib/security/cacerts -file certificate.crt -alias Some alias

To manager installed certificates on Windows 7/ 8 / 2012 Server OSisto run command via

Start ->Run

certmgr.msc
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Trusted Root Certification Authorities store contains 36 certificates.

your Wi e ing within

Oneother way h lled cer

Internet Explorer

Goto Tools (a+x) ? Internet Options ? Content ? Certificates.

To get aacompletelist of installed Certificate Chain on Windows you can use Power Shell

Get-Childltem -Recurse Cert:
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That'sall folks! :)
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