
Walking in Light with Christ - Faith, Computing, Diary
Articles & tips and tricks on GNU/Linux, FreeBSD, Windows,
mobile phone articles, religious related texts
http://www.pc-freak.net/blog

Howto create a (wildcard / multiple) SSL certificate

Author : admin

It's the first time I'm creating a wildcard ssl certificate. It appeared there is no fundamental difference
between generating a normal SSL certificate and generating a wildcard certificate.

The procedure for generating a wildcard SSL certificate  is as follows:

1. Generate an SSL key file 

server:~# /usr/bin/openssl genrsa -des3 -out domain.com.key 2048
Enter pass phrase for domain.com.key:

Fill in any passphrase you like, the 2048 specifies the encryption level, 2048 is good enough and is the
most commonly used as of today.
I've saw there is also an option to use 4096 bits encryption but I never tried that myself, I would be glad if
somebody can share if he has succesfully established an SSL certificate with 4096 encryption.

2. Generate the certificate request file 

server:~# /usr/bin/openssl req -new -key /home/hipo/domain.com.key -out /home/hipo/domain.com.csr

Further on it's necessery to fill in some info concerning the newly generated webserver SSL, e.g.:

Enter pass phrase for /home/hipo/domain.com.key:
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter '.', the field will be left blank.
-----
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Country Name (2 letter code) [AU]:
State or Province Name (full name) [Some-State]:
Locality Name (eg, city) []:
Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Organizational Unit Name (eg, section) []:
Common Name (eg, YOUR name) []:
Email Address []:
Please enter the following 'extra' attributes
to be sent with your certificate request
A challenge password []:
An optional company name []:

Fill all the values according to your requirements, the only vital thing here is to fill in a proper  Common
Name (eg, YOUR name) []:

The Common Name should always be equal to  *.domain.com , if something else is typed in the SSL
certificate won't be considered a valid one when placed on the multiple subdomains.

The newly generated  domain.com.csr  file should be looking something similar to:

server:~# less -----BEGIN CERTIFICATE REQUEST----------END CERTIFICATE REQUEST-----

Next on this  BEGIN CERTIFICATE REQUEST  will have to be filled in to the certificate issuer
website, whether it's requested, let's say in GlobeSSL.

Based on the certificate request a valid SSL certificate will be issued by the SSL provider.
Here one important note to make is that if your domain contians some prohibited keywords like, let's say 
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 bank, finance, poker  etc., a keywords which might be considered a fraud or forgery then probably the
SSL certificate won't be issued by the SSL issuer and you will have to further contact the SSL cert
provider and send them some more information related to the type of business the new website is going to
run.
This kind of domain keyword filter, that is implemented by SSL certificate issuer companies is made to
protect internet users from possible frauds or scam websites as well as reduce the level of potential
dangerous pyramid like businesses that are so modern on the net these days.

Last step before the certificate will be visible in a browser is to set it for a domain name or virtualhost in
Apache, lighttpd or whatever webser is used.
As I'm personally using it with Apache webserver, below I'll describe how to set it in Apache version 2.x.
3. Configure the newly configured SSL certificate to run on Apache virtualhost

Open up the virtualhost file which coresponds to the domain name to be secured with SSL, for example  
/etc/apache/sites-available/www.domain.com 
Within the directives place in a code similar to:

SSLEngine on
# domain.com.crt cointains the wildcard SSL certificate generated and obtained by you from RapidSSL
SSLCertificateFile /etc/apache2/ssl/domain.com.pem

Here the file  /etc/apache2/ssl/domain.com.pem  should contain both the:

 ----BEGIN RSA PRIVATE KEY----- issued earlier in step one with openssl command, as well as:

 -----BEGIN CERTIFICATE-----  which will be issued by the SSL certificate reseller.

Finally it's necessery that Apache is restarted to load the new configured certificate:

server:~# /etc/init.d/apache2 restart

The above described steps need to be repeated for all the wildcard subdomains which will use the
multiple SSL generated certificate and hopefully if all is well tuned, the certificates should start appearing
to all the web domain subdomains immediately.
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