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Howto create a (wildcard / multiple) SSL certificate
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It'sthefirst time I'm creating awildcard sdl certificate. It appeared there is no fundamental difference
between generating anormal SSL certificate and generating a wildcard certificate.

The procedurefor generating a wildcard SSL certificate isasfollows:
1. Generate an SSL key file

server:~# /usr/bin/openss genrsa -des3 -out domain.com.key 2048
Enter pass phrase for domain.com.key:

Fill in any passphrase you like, the 2048 specifies the encryption level, 2048 is good enough and is the
most commonly used as of today.

I've saw thereis a'so an option to use 4096 bits encryption but | never tried that myself, | would be glad if
somebody can shareif he has succesfully established an SSL certificate with 4096 encryption.

2. Generatethe certificaterequest file

server:~# /usr/bin/openssl req -new -key /home/hipo/domain.com.key -out /home/hipo/domain.com.csr

Further on it's necessery to fill in some info concerning the newly generated webserver SSL, e.g.:

Enter pass phrase for /home/hipo/domain.com.key:

Y ou are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter iswhat is called a Distinguished Name or a DN.
There are quite afew fields but you can leave some blank

For some fields there will be a default value,

If you enter "', the field will be left blank.
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Country Name (2 letter code) [AU]:

State or Province Name (full name) [Some-State]:
Locality Name (eg, city) []:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Organizational Unit Name (eg, section) []:
Common Name (eg, YOUR name) []:

Email Address(]:

Please enter the following 'extra’ attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

Fill all the values according to your requirements, the only vital thing hereisto fill in aproper Common
Name (eg, YOUR name) []:

The Common Name should always be equal to *.domain.com , if something else istyped in the SSL
certificate won't be considered a valid one when placed on the multiple subdomains.

The newly generated domain.com.csr file should be looking something similar to:

server:~# less -----BEGIN CERTIFICATE REQUEST-----
MIIC2jCCACcICAQAWQZQXCzAIBgNVBAY TAkdCMQ8wDQY DV QQIEwZMb25kb24xDzAN
BgNVBACcTBkxvbmRvbjEQMA4GA 1TUEChMHU2FudHJeDEWMBQGA 1TUECWwWNKi5zY W50
cmV4L m5ldDEWMBQGA IJUEAwWwWNK i5zY W50cmV 4L m5IdDEhM B8GCSqGSIb3DQEJARY S
bWFzcmF3eX pAeWFob28uY 29tM [1B1jANBgkghkiGOWOBAQEFAAOCAQBAMIIBCgKC
AQEAIMINwcQIA+AAV UV 1jg8nCCN5nN14C3rSAcCRNUEGOF09ES5uhI9yz8Y DIg7wNXx
FNQsmwOAwWM zkao5Qv9yrmHgbht8qqPfG7Y pcTiAcAuSaN6NmM25/zY rSuluRsnc4C

9INS8V a+n0J+CCQmomT K SarJgNfgo3j1ZU/HUOK cCEKktl e0eKigM WxFK CM 8wL h
Cldj6AwburckW1/ubOGlu2X KdcY 5CbFe4dcNGyM E3rg33ft8b6v/ORWL SBMrt3QGP
bj42uZP6NoL aZCpsqudL ezi LK T4rxdArUApdaTaEFrNMnwzGmUK 10gmfx8SQodUl
QXmyd+PpQtaglymjlKNOL8Y 36QIDAQABOAAWDQY JKoZlhveNAQEFBQADggEBAIKe
UTXUt7XvaqV OesTmGCuV mv+L zZ/GtGOEw+fCNM4UFB950H975hHK 063Y QrovVqggn
WIgZ0nXuwbzZdflh3xhTxzUgF/4m00OFQTbM 9hwt6dyqgl kmcc4JOornT svgjPkUsSW5
U7iAIB/UlyDY UcAEky3gnokg3MLH42zX BViPM2+g/fkmJA4jacoHGINbY MuxFh6Z
r2flgAfGjms+hNalvINDoBN5y6Y UQbelc+RoXMrG9clrDsUI GFmkTK CkGOBRJ2ki

Sdom4l ZMtQK U/C4a8vxZkFdleGgwWeWL 1SBtjjAnTtpbOuF+QmOPL cCoK nBWtEUU9
dPJEzlI+TCgAmKhZoXo=

Next onthis BEGIN CERTIFICATE REQUEST will have to befilled in to the certificate issuer
website, whether it's requested, let's say in GlobeSSL .

Based on the certificate request avalid SSL certificate will be issued by the SSL provider.
Here one important note to make is that if your domain contians some prohibited keywords like, let's say
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bank, finance, poker etc., a keywords which might be considered afraud or forgery then probably the
SSL certificate won't be issued by the SSL issuer and you will have to further contact the SSL cert
provider and send them some more information related to the type of business the new website is going to
run.

Thiskind of domain keyword filter, that isimplemented by SSL certificate issuer companies is made to
protect internet users from possible frauds or scam websites as well as reduce the level of potential
dangerous pyramid like businesses that are so modern on the net these days.

Last step before the certificate will be visible in abrowser isto set it for adomain name or virtualhost in
Apache, lighttpd or whatever webser is used.
AsI'm personally using it with Apache webserver, below I'll describe how to set it in Apache version 2.x.
3. Configurethe newly configured SSL certificateto run on Apache virtualhost
Open up the virtualhost file which coresponds to the domain name to be secured with SSL, for example
/etc/apache/sites-available/www.domain.com
Within the directives place in acode similar to:
SSLENgine on
# domain.com.crt cointains the wildcard SSL certificate generated and obtained by you from RapidSSL
SSL CertificateFile /etc/apache2/ssl/domain.com.pem
Herethefile /etc/apache2/ss/domain.com.pem should contain both the:
----BEGIN RSA PRIVATE KEY ----- issued earlier in step one with openssl command, as well as.
----- BEGIN CERTIFICATE----- which will be issued by the SSL certificate reseller.
Finally it's necessery that Apache isrestarted to load the new configured certificate:
server:~# [etc/init.d/apache2 restart
The above described steps need to be repeated for al the wildcard subdomains which will use the

multiple SSL generated certificate and hopefully if all iswell tuned, the certificates should start appearing
to all the web domain subdomains immediately.
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