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MySQL: How to check user privileges and allowed hosts to
connect with mysql cli

Author : admin

  

On a project there are some issues with root admin user unable to access the server from remote host and
the most probable reason was there is no access to the server from that host thus it was necessary check
mysql root user privilegse and allowed hosts to connect, here SQL query to do it:
  

 

  mysql> select * from `user` where  user like 'root%';
+--------------------------------+------+-------------------------------------------+-------------+-------------+-
------------+-------------+-------------+-----------+-------------+---------------+--------------+-----------+---
---------+-----------------+------------+------------+--------------+------------+-----------------------+-------
-----------+--------------+-----------------+------------------+------------------+----------------+--------------
-------+--------------------+------------------+------------+--------------+----------+------------+-------------
+--------------+---------------+-------------+-----------------+----------------------+
| Host                           | User | Password                                  | Select_priv | Insert_priv |
Update_priv | Delete_priv | Create_priv | Drop_priv | Reload_priv | Shutdown_priv | Process_priv
| File_priv | Grant_priv | References_priv | Index_priv | Alter_priv | Show_db_priv | Super_priv |
Create_tmp_table_priv | Lock_tables_priv | Execute_priv | Repl_slave_priv | Repl_client_priv |
Create_view_priv | Show_view_priv | Create_routine_priv | Alter_routine_priv | Create_user_priv
| Event_priv | Trigger_priv | ssl_type | ssl_cipher | x509_issuer | x509_subject | max_questions |
max_updates | max_connections | max_user_connections |
+--------------------------------+------+-------------------------------------------+-------------+-------------+-
------------+-------------+-------------+-----------+-------------+---------------+--------------+-----------+---
---------+-----------------+------------+------------+--------------+------------+-----------------------+-------
-----------+--------------+-----------------+------------------+------------------+----------------+--------------
-------+--------------------+------------------+------------+--------------+----------+------------+-------------
+--------------+---------------+-------------+-----------------+----------------------+
| localhost                      | root | *5A07790DCF43AC89820F93CAF7B03DE3F43A10D9 | Y          
| Y           | Y           | Y           | Y           | Y         | Y           | Y             | Y            | Y         | Y          |
Y               | Y          | Y          | Y            | Y          | Y                     | Y                | Y            |
Y               | Y                | Y                | Y              | Y                   | Y                  | Y                |
Y          | Y            |          |            |             |              |             0 |           0 |               0 |                    0 |
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| server737                        | root | *5A07790DCF43AC89820F93CAF7B03DE3F43A10D9 |
Y           | Y           | Y           | Y           | Y           | Y         | Y           | Y             | Y            | Y         |
Y          | Y               | Y          | Y          | Y            | Y          | Y                     | Y                | Y            |
Y               | Y                | Y                | Y              | Y                   | Y                  | Y                |
Y          | Y            |          |            |             |              |             0 |           0 |               0 |                    0 |
| 127.0.0.1                      | root | *5A07790DCF43AC89820F93CAF7B03DE3F43A10D9 | Y          
| Y           | Y           | Y           | Y           | Y         | Y           | Y             | Y            | Y         | Y          |
Y               | Y          | Y          | Y            | Y          | Y                     | Y                | Y            |
Y               | Y                | Y                | Y              | Y                   | Y                  | Y                |
Y          | Y            |          |            |             |              |             0 |           0 |               0 |                    0 |
| server737.server.myhost.net | root | *5A07790DCF43FC89820A93CAF7B03DE3F43A10D9 |
Y           | Y           | Y           | Y           | Y           | Y         | Y           | Y             | Y            | Y         |
Y          | Y               | Y          | Y          | Y            | Y          | Y                     | Y                | Y            |
Y               | Y                | Y                | Y              | Y                   | Y                  | Y                |
Y          | Y            |          |            |             |              |             0 |           0 |               0 |                    0 |
| server4586                        | root | *5A07790DCF43AC89820F93CAF7B03DE3F43A10D9 |
N           | N           | N           | N           | N           | N         | N           | N             | N            | N         |
N          | N               | N          | N          | N            | N          | N                     | N                | N            |
N               | N                | N                | N              | N                   | N                  | N                |
N          | N            |          |            |             |              |             0 |           0 |               0 |                    0 |
| server4586.myhost.net              | root | *5A07790DCF43AC89820F93CAF7B03DE3F43A10D9 |
N           | N           | N           | N           | N           | N         | N           | N             | N            | N         |
N          | N               | N          | N          | N            | N          | N                     | N                | N            |
N               | N                | N                | N              | N                   | N                  | N                |
N          | N            |          |            |             |              |             0 |           0 |               0 |                    0 |
+--------------------------------+------+-------------------------------------------+-------------+-------------+-
------------+-------------+-------------+-----------+-------------+---------------+--------------+-----------+---
---------+-----------------+------------+------------+--------------+------------+-----------------------+-------
-----------+--------------+-----------------+------------------+------------------+----------------+--------------
-------+--------------------+------------------+------------+--------------+----------+------------+-------------
+--------------+---------------+-------------+-----------------+----------------------+
6 rows in set (0.00 sec)  

  mysql> exit  

Here is query explained: 

  select * from `user` where  user like 'root%'; query means: 

  select * - show all
from `user` - from user database
where user like 'root%' - where there is match in user column to any string starting with 'root*',
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