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Tracking I/O hard disk server bottleneckswith iostat on GNU /
Linux and FreeBSD

Author : admin

Curnrnand

Lina!

I've earlier wrote an article _How to find which processes are causing hard disk i/0 overhead on Linux
there | explained very rawly few tools which can be used to benchmark hard disk read / write operations.
My prior article accent was on iotop and dstat and it just mentioned of iostat. Therefore I've wrote this
short article in attempt to explain a bit more thoroughfully on how iostat can be used to track problems
with excessive server |/O read/writes.

Here is the command man page description;

iostat - Report Central Processing Unit (CPU) statistics and input/output statistics for devices, partitions
and network filesystems

| will further proceed with few words on how iostat can be installed on various Linux distros, then point
at few most common scenarious of use and a short explanation on the meaning of each of the command
outputs.

1. Installingiostat on Linux

iostat is a swiss army knife of finding a server hard disk bottlenecks. Though it is a must have tool in the
admin outfut, most of Linux distributions will not have iostat installed by default.

To haveit on your server, you will need to install sysstat package:

a) On Debian / Ubuntu and other Debian GNU / Linux derivativesto install sysstat:

debian:~# apt-get --yesinstall sysstat

b) On Fedora, CentOS, RHEL etc. install is with yum:
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[root@centos ~]# yum -y install sysstat
¢) On Slackware Linux sysstat package which containsiostat isinstalled by default.

d) In FreeBSD, there is no need for installation of any external package asiostat is part of the BSD world
(bundle commands).

| should mention bsd iostat and Linux'siostat commands are not the same and hence there use to track
down hard disk bottlenecks differs abit, however the general logic of useisvery similar as with most
toolsin BSD and Linux.

2. Checking a server hard disk for i/o disk bottlenecks on G* / Linux

Once having the sysstat installed on G* / Linux systems, the iostat command will be added in
/usr/bin/iostat
a) To check what is the hard disk read writes per second (in megabytes) use:

debian:~# /usr/bin/iostat -m

Linux 2.6.32-5-amd64 (debian) 03/27/2012 _x86_64 (8 CPU)
avg-cpu: % user %nice % system %iowait % steal %idle
15.34 0.36 2.76 2.66 0.00 78.88

Device: tpsMB_read/sMB_wrtn/s MB_read MB_wrtn

sda 63.89 0.48 8.20 6730223 115541235

sdb 64.12 0.44 8.23 6244683 116039483

md0 2118.70 0.22 8.19 3041643 115528074

In the above output the server, where | issue the command is using sda and sdb configured in software
RAID 1 array visiblein the output as (md0)

The output of iostat should already be easily to read, for anyone who didn't used the tool hereisafew
lines explanation of the columns:

The %user 15.34 meaning is that 15.34 out of 100% possiblei/o load is generad by system level
read/write operations.

% nice - >Show the percentage of CPU utilization that occurred while executing at the user level with
nice priority.

% iowait - just like the top command idle it shows the idle time when the system didn't have an
outstanding disk I/0 requests.

% steal - show percentage in time spent in time wait of CPU or virtual CPUs to service another virtual
processor (high numbers of disk is sure sign for i/o problem).

% idle - almost the same as meaning to %iowait

tps - HDD transactions per second

MB_read/s (column) - shows the actual Disk reads in Mbytes at the time of issuing iostat
MB_wrtn/s - displays the writes p/s at the time of iostat invocation

MB_read - shows the hard disk read operations in megabytes, since the server boot 'till moment of
invocation of iostat
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MB_wrtn - gives the number of Megabytes written on HDD since the last server boot filesystem mount

The reason why the Read / Write values for sda and sdb are similar in this example output is because my
disks are configured in software RAID1 (mirror)

The above iostat output reveals in my specific case the server is experiencing mostly Disk writes
(observable in the high MB_wrtn/s 8.19 mdO0 in the above sample output).

It also reveals, the /O reads experienced on that server hard disk are mostly generated as a system (user
level load) - see (Youser 15.34 and md0 2118.70).

For al those not familiar with system also called user / level load, thisis al kind of load whichis
generated by running programs on the server - (any kind of load not generated by the Linux kernel or
loaded kernel modules).

b) To periodically keep an eye on HDD i/o operations with iostat, there are two ways:
- Use watch in conjunction with iostat;

[root@centos ~]# watch "/usr/bin/iostat -m"

Every 2.0s: iostat -m Tue Mar 27 11:00:30 2012

Linux 2.6.32-5-amd64 (centos) 03/27/2012 x86 64 (8 CPU)
avg-cpu: Yuser %nice %system %iowait %osteal %idle
15.34 0.36 2.76 2.66 0.00 78.88

Device: tpsMB_read/sMB_wrtn/s MB_read MB_wrtn
sda 63.89 0.48 8.20 6730255 115574152

sdb 64.12 0.44 8.23 6244718 116072400

md0 2118.94 0.22 8.20 3041710 115560990

Device: tpsMB_read/sMB_wrtn/s MB_read MB_wrtn
sda 55.00 0.01 25.75 0 51

sdb 52.50 0.00 24.75 0 49

md0 34661.00 0.01 135.38 0 270

Even though watch use and -d might appear like identical, they're not watch does refresh the screen,
executing instruction similar to the clear command which clears screen on every 2 seconds, so the output
looks like the top command refresh, while passing the -d 2 will output the iostat command output on
every 2 secsin arow so all the datais visualized on the screen. Hence -d 2 in cases, where more thorough
debug is necessery is better. However for aquick routine view watch + iostat is great too.

¢) Outputting extrainformation for HDD input/output operations;

root@debian:~# iostat -x

Linux 2.6.32-5-amd64 (debian) 03/27/2012 _x86_64 (8 CPU)
avg-cpu: Yuser %nice %system %iowait %osteal %idle

15.34 0.36 2.76 2.66 0.00 78.88
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Device: rrgm/s wrgm/s r/s w/s rsec/s wsec/s avgrg-sz avgqu-sz await svetm %outil
sda 4.22 2047.33 12.01 51.88 977.44 16785.96 278.03 0.28 4.35 3.87 24.72

sdb 3.80 2047.61 11.97 52.15 906.93 16858.32 277.05 0.03 5.25 3.87 24.84

md0 0.00 0.00 20.72 2098.28 441.75 16784.05 8.13 0.00 0.00 0.00 0.00

This command will output extended useful Hard Disk info like;
r/s - number of read requests issued per second

w/s - number of write requests issued per second

rsec/s - numbers of sector reads per second

b>wsec/s - number of sectorswrote per second

etc. etc.

Most of ppl will never need to use this, but it is good to know it exists.
3. Trackingread / write (i/0) hard disk bottlenecks on FreeBSD
BSD'siostat isabit different in terms of output and arguments.

a) Hereis most basic use:

freebsd# /usr/sbin/iostat

tty adO cpu

tin tout KB/t tpsMB/susni sy inid
156145.1844 1951405082

b) Periodic watch of hdd i/o operations,

freebsd# iostat -c 10

tty adO cpu

tin tout KB/t tpsMB/susni sy inid
156245.1944 1951405082
030751.96 1135.73440240 32
023458.12985.5616070 77
0430.0000.00100099
04850.0000.002000098
0430.0000.00001099
0430.0000.000000 100

Asyou seein the output, there isinformation like in the columns tty, tin, tout which isabit hard to
comprehend.
Thanksfully the tool has an option to print out only more essential i/o information:
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freebsd# iostat -d -c 10
ad0

KB/t tps MB/s
45.19441.95

58.12 97 5.52

54.81 108 5.78

0.00 00.00

0.00 0 0.00

0.00 00.00

20.48 25 0.50

The output info is quite self-explanatory.
Displaying a number of iostat values for hard disk reads can be also achieved by omitting -c option with:

freebsd# iostat -d 1 10

Tracking a specific hard disk partiotion with iostat is done with:

freebsd# iostat -n /dev/adOsla

tty cpu

tintout usni sy inid

15771405081

¢) Getting Hard disk read/write information with gstat

gstat isa FreeBSD tool to print statistics for GEOM disks. Its default behaviour is to refresh the screenin
asimilar fashion like top command, so its great for people who would like to periodically check all
attached system hard disk and storage devices:

freebsd# gstat

dT: 1.002sw: 1.000s

L(qg) ops/sr/skBps ms/r w/s kBps ms/w %busy Name
010000.010260 2.6 15.6| ad0
010000.010260 2.6 11.4| ad0s1
010000.0102602.8 12.5| adOsla
00000.0000.020.0] ad0s1b
00000.0000.00.0] ad0s1c
00000.0000.00.0] ad0s1d
00000.0000.00.0| ad0s1e
00000.0000.00.0] acdo

It even has colorsif your tty supports colors:)
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Another useful tool in debugging the culprit of excessive hdd I/O operationsis procstat command:
Hereis asample procstat run to track (httpd) one of my processes imposing i/o hdd load:

freebsd# procstat -f 50404

PID COMM FD T V FLAGS REF OFFSET PRO NAME
50404 httpd cwd v d -------- - - - /

50404 httpd root v d -------- - - - /

50404 httpd O v € r------- 560 - -

50404 httpd 1 v ¢ -w------ 560- -

50404 httpd 2 v r -wa----- 56 75581 - /var/log/httpd-error.log
50404 httpd 3 s - rw------ 1050TCP:..80::.0

50404 httpd 4 p - rw---n-- 56 0 - -

50404 httpd 5 p - rw------ 560 - -

50404 httpd 6 v r -wa----- 56 25161132 - /var/log/httpd-access.log
50404 httpd 7 v r rw------ 56 0 - /tmp/apr8QUOUW

50404 httpd 8 v r -w------ 56 0 - /var/run/accept.lock.49588
50404 httpd 9 v r -w------ 10 - /var/run/accept.lock.49588
50404 httpd 10 v r -w------ 10 - /tmp/apr8QUOUW

50404 httpd 11 ? - -------- 20--

Btw fstat is sometimes helpful in identifying the number of open files and trying to estimate which ones
are putting the hdd load.

Hope thisinfo helps someone. If you know better ways to track hdd excessive loadson Linux / BSD pls
share 'em pls.
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