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| authorize the regul ations "Der Funkschl uessel M Verfahren

MOfizier und MStab" - MDv. N. 32/2 - ("Enigma Ofizier and

Staff Procedure.") It goes into effect on the 15th April 1940.

Changes in these regulations or in the area of their distri-
bution are forbidden.

These regul ati ons may be nade accessible only to the persons
used in the Ofizier and Staff procedure of the cipher service.

When not in use, these regulations are to be secured in the
care of an officer.

If there is danger that these regulations fall into eneny
hands, they are to be destroyed by fire. Regulations in red print
(soluble in water) are to be stowed in such a way that water can
reach them

Berlin, March 1940

Commander in Chief of the Navy.

D stribution

The regulations MDv. 32/2 are issued In two editions:
Edition A (check nunmbers 1-300) in black print; Edition B (check
nunbers 301-1000) in red print (soluble in water).

Edition A.

Suprene Conmand of the Navy

@ oup Conmands

Stati on Conmmrands

| nspect or at es

Admrals in Command of Coasts

Fort Commandant s

Commandants' O fices and S.Q's on the Station
Secti onal Commanders

Naval Service Stations

Naval Communi cations Division Wst

Naval Communi cations O ficer in Communications Service
Naval Communi cations Oficer in B. service*
Naval O dnance Depart nent **

Naval Communi cati ons School

Edition B.

Fl eet Conmand
Admiral s and Leaders
Flotilla Comrands and Force Staffs of Equal Rank
Battl e Ships, Panzer Ships, and Ships of the Line
Aircraft Carriers
Crui sers
(Anti-Arcraft) Ships ***
(Escort) Ships ***
* B-Dienst includes intercept and analysis. - Tr
** Possibly crossed out. - Tr
*** Words in parentheses doubtful on account of illegibility. - Tr
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M nel ayers, M nesweepers

Suppl y Shi ps

Ships of the Sperrbrecher and Patrol G oups
Destroyers

Torpedo Boats of the T Flotillas

Escort Boats

New Type M Boat s*

U Boat s

S- Boat s*

EN GVA O PHER PRCCEDURE

OFFI ZI ER AND STAFF

Enciphering:

1. Ofizier and Staff Eni gma nessages are enci phered in two stages.

In the first stage, the encipherlng is done by officers
or other persons especially detailed to this work by the
Regul ati ons Regarding Secret Material to be Locked up. (Verschl uss-
sachenvor schrift)

In the second stage, it is done by the radi o personnel.

First Stage.

2. The Enigna is to be nade ready for use,
a) for Ofizier procedure by setting up
(1) the valid Ceneral Inner Setting and
(2) the valid Ofizier Stecker Connections;
b) for Staff procedure by setting up
(1) the valid Staff Inner Setting and
(2) the valid Staff Stecker Connections.
See "Schl uessel anl ei tung zum Funkschl uessel M- MDv. N. 32/1"
(G pher Introduction to the Enigna - MDv. 32/1).
(Note: possible mss-typing in the original of "Introduction" for
"I nstruction")
3. Fromthe Ofizier or Staff Day Setting (Tagesschluessel) valid

for the nmonth, any Message Setting is to be chosen, as, for
exanpl e: Caesar = DFL.

* (rossed out as indicated. - Tr
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(I'n Contrast to Ceneral procedure, the Message Setting

is not forned fromthe Procedure Indicator G oup and

the Grundstellung, but is taken directly fromthe O fizier
or Staff Day Setting.)

In the case of several nessages per Ofizier or Staff procedure,
different Message Settings are to be used whenever possible.

4. The chosen Message Setting is to be set up on the w ndows of
the Enigma fromleft to right - for exanple in the case of
Message Setting DFL, D at the left window, F at the center, L
at the right.

5. The P/IL text of the message is to be prepared as per "Schl uessel -
anl ei tung zum Funkschl uessel M- MDv. N. 32/1."

Addresses and signatures are not taken into consideration here.

6. The P/L text, prepared as paragraph 5, is to be enciphered
as follows:

The keys having the sane letters as those of the P/L text
to be enciphered are pushed all the way down, one after the
other, and the letters which light up are entered under "Radio
groups" (" Funkpgruppen")

A key rnust not be pressed down until the precedi ng one
has cone conpletely to rest.

Inthis way all letters of the prepared P/L text are
sel ected separately and by lines fromleft to right out of the
col um "Book G oups" ("Buchgruppen") and enci phered. The
cipher letters (Schuessel buchstaben) are then entered by |ines
in groups of four into the colum "Radi o Goups" ("Funkgruppen").

7. Should a wong key get pressed by mistake, then the right whee
is to be turned back several steps, and the ciphering of as
many letters is to be repeated - including the wongly pressed
one - as the nunber of steps the wheel was turned back

In this process care is to be taken that the wheels retain
their correct settings. This is done by conparison wth
the last correctly enciphered letter.

If necessary, not only the right wheel, but also the mddle
one and, if the occasion arises, the left one, are to be turned
back the same nunber of steps as they had advanced during the
previ ous enci phering which is nowto be repeated.
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8. If conparison with the correctly enci phered groups does not
suffice to restore the correct setting, then you nust return
to the begi nning setting (Message Setting) and repeat the
ci phering altogether. This process can however be shortened
by counting the nunber of correctly enciphered letters up as
far as the absolutely correctly enci phered group and then
pressi ng down any key the sane nunber of tinmes. After this,
the enci phering is continued.

9. In the interests of secrecy, the wheels are to be put out of
setting after every enciphering and deci pheri ng.

There is to be certainty that the radi o personnel and
ot her unaut hori zed persons obtain no know edge of the Stecker
Connections of the Ofizier or Staff Day Settings used.

If, after use, the Enigha is given back to the radio
personnel, then the valid General Inner Setting nust be set
up. The Ofizier or Staff Day Setting Stecker Connections
nmust be renoved.

10. After the text of the nmessage has been enci phered, the follow ng
are to be inserted in P/L before the enciphered groups:
a) Address

b) The word, "von"

c) Signature

d) The word "Ofizier" in messages per (ffizier procedure,
or the word "Stab" in nmessages per Staff procedure

e) Indicator letter for the Message Setting used, e.g.
Caesar .

11. Every enciphered message is to be checked by ciphering it back.

12. If the nmessage is to be relayed further by radio, then the
formdescribed in paragratDh 10 is to be given to the radio
per sonnel .

13. Only the enciphered groups resulting fromthe first stage and
the supplementary P/L itens as per paragraph 10 nay be made
accessible to the radi o personnel.

Until cipher forns are issued for Ofizier and Staff
procedure, the colums "Book G oups" and "Meani ng". ("Bedeutung")
of the cipher forns used are to be cut off before the forns
are handed to the radi o personnel. So also is the heading of
the colum "Radio G-oups', in order to avoid confusions in
this colum, to be cut off.
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14. In order to speed up the cipher service, cipher groups are to
be forned. For details, see "Schl uessel anl ei tung zum Funk-
schluessel M- MDv. N. 32/1," section entitled "Praktischer
Schl uessel di enst . " ("Practical G pher Service").

Second St age

15. If the message is to be relayed further by radio, the radio
personnel enciphers it |ike a nessage to be enci phered per
General procedure.

Details are set down in the "Schl uessel anl ei tung zum
Funkschl uessel M- MDv. N. 32/1".

Deci phering

16. The following itens are to be taken out of the Book G oups of
the cipher formdelivered fromthe radio room or, as the case
may be, out of the teletype which has cone in by wre:

a) Tine group

b) Wrgency sign

c) Address and signature

d) Reference to Ofizier or Staff procedure

e) Indicator letters (Bezei chnungsbuchstaben) of the Message
Setting used.

Any durmmy | etters* appearing on the cipher form behind
the indicator letter which served to fill out the four-letter
group are to be crossed out.

The Book Group follow ng thereupon, is to be especially
mar ked.

17. Corresponding to the Offizier or Staff procedure used, the
Enigma is to be gotten ready as per paragraph 2, and the
Message Setting deternmined by the indicator letter is to be
set up at the wi ndows of the Enigma.

18. The deci phering begins at the Book G oup which has been es-
pecially nmarked - i.e. at that Goup which follows upon the
indicator letter and dummy consonant.

* Fuel | buchstaben (durmmy letters) is witten in | onghand. The
printed word, which is crossed out, is Konsonanten (consonants).-Tr
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The letters of the Book G oups to be deciphered are to be
pressed down one after the other on the keys of the Enigma.
The letters lighting up will give the text of the nessage.

Relay bv Wre

Ofizier or Staff procedure nessages can be passed on over
the Naval Tel etype Network without second enci phering per
Second Stage. The nessage whi ch has been enci phered per
First Stage is to be given to the tel etype sendi ng station
with the following itens.

a) Wgency sign
b) Addresses
c) Service mark "Gehei m Funkspruch" (with time group,

if occasion calls for it), in case the nessage is to
be radi oed; or "CGehei mverschluesselt FT" with time

group, in case the nessage al ready has been radi oed. *

d) The word "Cfizier" or "Stab"
e) The indicator letter
f) The four-letter groups

g) Signature.

Reich Printing Ofice

13276 80 25 **

The Cerman expressions in this paragraph are, respectively,
"Secret Radi o Message" and "Secret Enci phered Radio
Message" - Tr

This line is scarcely |egible and nay be wongly given here.

Tr



